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Abstract

In cybersecurity, malware poses a significant threat to computer
systems and digital infrastructures. Malware infections often alter
normal system behavior, resulting in a range of harmful conse-
quences, including data loss, data corruption, and unauthorized
privilege escalation, which may further enable infected systems to
participate in broader malicious activities, such as DDoS attacks.
As IoT continues to expand, malware can easily target connected
and embedded devices, creating new security challenges. In today’s
digital landscape, the need to detect, understand, and prevent mal-
ware through the study of its behavior has become more critical
than ever. In this paper, two approaches to malware analysis are
explored, namely static analysis and dynamic analysis, followed
by a comparative evaluation of their effectiveness, strengths, and
limitations.
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1 Introduction

Computer systems are frequently targeted by malware. Common
malicious behaviors include code injection, unauthorized privilege
escalation that may lead to backdoor creation, and the encryption
or corruption of sensitive data stored on storage devices [1]. Certain
forms of malware are designed to mimic the behavior of biological
viruses. For instance, self-propagating malware such as worms can
spread from an infected system to other devices through network
connectivity. Such infections may compromise systems ranging
from IoT devices to large-scale infrastructures, causing critical im-
pact across multiple sectors.

The threat posed by malware can be mitigated by effective de-
tection and analysis techniques. To prevent malware infections,
understanding the main categories of malware and their respective
life cycles is vital. This paper first examines the fundamentals of
static analysis, where malicious software is investigated without
execution using methods such as decompilation and reverse engi-
neering [2]. Then, dynamic analysis is explored, in which malware
is executed within a controlled environment to observe its behavior
and determine its functionality [3]. Finally, the paper concludes
with a comparative evaluation of static and dynamic analysis in
terms of their operational effectiveness, strengths, and constraints.

2 Preliminaries

Malware is software designed to disrupt operations, compromise
sensitive data, or gain unauthorized access to computer systems.
Malware analysis commonly employs both static and dynamic tech-
niques. In static analysis, information is extracted without code exe-
cution, whereas in dynamic analysis, malware behavior is observed
during execution within controlled environments. These techniques
are commonly performed using virtual machines, which enable
the isolated execution of operating systems to improve safety and
containment. Network isolation is often reinforced through NAT
configurations, allowing virtual machines to operate on private
networks without direct external exposure. In addition, sandbox
environments provide restricted execution spaces, while emulators
simulate software or hardware components for analysis purposes.

Based on [4, 5], the different malware categories and their re-
spective operational phases are summarized in Tables 1, Table 2
and Figure 1.

Type Core Functionality

Virus Attaches to programs and propagates upon execution.
Trojan Hidden malicious logic in benign software.

Worm Autonomous replication across networks.

Backdoor Unauthorized remote system access.

Botnet Remotely managed network of bots.
Ransomware | Data encryption for ransom demands.
Spyware Covert data harvesting without consent.

Table 1: Malware Types & Core Functionalities

Phase Description
Dormant

Malware remains inactive after installation.

Propagation | Spreads by attaching itself to files.
Triggering Activation based on specific system conditions.
Execution Final stage where malicious payload is deployed.

Table 2: Malware Life-cycle Phases.
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Figure 1: Malware Life Cycle.



3 Evaluating Malware Analysis Methods
3.1 Static Malware Analysis

Prior to sample examination, establishing a secure virtual envi-
ronment is essential to ensure safe sample handling during static
malware analysis. This approach helps prevent malware from spread-
ing from the host system to other devices within the network. Then,
an operating system image, such as Microsoft Windows or Kali
Linux, is installed within a virtual machine, followed by the config-
uration of an isolated network. Network settings may vary across
virtualization platforms. To maintain containment, the virtual sys-
tem should not have direct access to external networks. In many
virtual machine managers, the network mode can be switched be-
tween NAT and isolated configurations. These settings support the
following stages of static malware analysis.

The next stage of the analysis involves the collection of malicious
code samples from online repositories. An important step of this
procedure is the verification of the sample’s executable format, as
many samples are designed for a specific operating system or pro-
cessor architectures. This can be determined by identifying formats
such as .exe or .elf. After acquisition, the sample can be further iden-
tified using online analysis services or antivirus tools. Although
optional, this step can make subsequent reverse engineering more
targeted and efficient.

Reverse engineering can be conducted using a variety of tools
such as decompilers [6]. These tools can extract useful information
about the malware sample. For example, tools such as PeiD for
Microsoft Windows analyze PE headers to determine whether an
executable is packed and to retrieve metadata such as the com-
pilation timestamp, which may be examined for inconsistencies.
Some Linux distributions, such as Kali Linux, include pre-installed
reverse engineering tools such as Radare2 [7]. When malware em-
ploys packing techniques to avoid detection, packer identification
tools become necessary for accurate analysis. For a deeper inspec-
tion, additional components may also be extracted from the exe-
cutable. Most decompilation tools enable analysts to enumerate the
functions contained within a program. In malicious code, identi-
fiers, exported names, or remaining symbols may be intentionally
crafted to appear benign, thereby attempting to evade detection
and obstruct analysis.

After identifying suspicious functions, malware analysts can gain
initial insight into the behavior of the examined code by analyzing
the generated assembly or decompiled C/C++ code. However, the
reconstructed code does not always exhibit a one-to-one correspon-
dence with the original code. As a result, analysts and cybersecurity
experts focus on understanding the core functionality of the pro-
gram rather than its exact structure. Additional indicators, such as
embedded strings and imported functions or API calls, can provide
further valuable analytical insights.

Overall, these indicators not only help analysts understand mal-
ware behavior but also contribute to the development of hardware
and software systems capable of detecting malware in real time.
The steps of static malware analysis are illustrated in Figure 2.

3.2 Dynamic Malware Analysis

After collecting initial data through static analysis, experts pro-
ceed to dynamic analysis. During this phase, the malware sample is

Stamatia Kalimeri, Niki-Aikaterini Kyriakatou, Nicolas Sklavos

[Creating a secure Environment}

¥

Obtain executable

¥

Check for matching in cloud platforms or antivirus

¥

Reverse engineering & Decompilation

¥
Report Findings

Figure 2: Static Malware Analysis Key Steps.

executed within a controlled and isolated environment. Various im-
plementation approaches to dynamic analysis have been proposed
in the literature [8, 9].

Dynamic analysis can be conducted in either user or kernel
space. In user space, it focuses on monitoring function and API calls,
providing high-level insight into program behavior and memory
activity. In kernel space, system calls and lower-level interactions
are observed, offering deeper visibility into malware interaction
with the operating system kernel. In addition to these approaches,
automated analysis techniques include the use of emulators and
sandboxes. Depending on the aspect under investigation, different
types of emulation can be deployed, such as memory, CPU, or full-
system emulation. Sandboxes provide an isolated environment in
which malware can be executed without infecting other systems.
However, advanced malware may detect sandbox environments
and conceal its behavior. Dynamic analysis can also be conducted
within virtual machines using specialized analysis tools.

The next stage of the analysis involves executing the malware
sample. Depending on the context, execution may involve running
an executable, opening a malicious document, or even visiting a
compromised website. During the execution of malware, its be-
havior can be observed. This is typically achieved by monitoring
function calls and their associated parameters. Analysts track these
function calls to better understand the underlying functionality of
the malware. Such analysis can be performed using debugging tools
with breakpoints, as well as specialized frameworks. For instance,
TTAnalyze employs API hooking techniques to monitor function
activity, while CWSandbox utilizes code injection methods for be-
havioral analysis [10]. Furthermore, analyzing function parameters,
such as the values during execution, provides additional insight into
malware detection. Monitoring these parameters enables analysts
to correlate function activity and gain deeper understanding of the
program’s operational logic.

Information flow tracking is another technique used during dy-
namic analysis. This method allows analysts to track the informa-
tion flow within a computer system while malware is executed.
It can be implemented using various approaches, one of the most
common being data tainting, in which suspicious data is labeled
to trace its propagation through memory and program execution.
When the tainted data reaches a critical operation or sink, analysts
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can trace its path backward to identify its origin and better under-
stand the data flow. Several tools, such as Vigilante and TQana,
support this type of analysis. For more in-depth investigation, both
data and control flow dependencies may be examined.

The final stage of dynamic analysis methodology incorporates
tracing. Various forms of tracing can be employed, including in-
struction tracing, which allows analysts to monitor the sequence of
instructions executed during malware analysis. Providing malware
with unrestricted network access may pose a risk to external sys-
tems and is therefore generally avoided. Instead, controlled network
simulations can be used to safely analyze malware communication
behavior. Within such environments, analysts can perform network
traffic analysis to observe how malware interacts with remote sys-
tems. Tools such as Wireshark facilitate this process by capturing
and logging network activity, including IP addresses. In Figure 3,
an overview of dynamic analysis key steps is presented for better
understanding of the procedure.

Safe Enviroment
Suspicious File execution
Behavioral Monitoring

Function Call Monitoring

Analysis Results

Figure 3: Dynamic Analysis Overview

Network Traffic Analysis

3.3 Comparison of Static and Dynamic Malware
Analysis

Static analysis is generally a faster and simpler approach, as
it allows identification of potentially malicious code without ex-
ecuting it. It relies on pattern matching and string analysis tech-
niques derived from reverse engineering methods. However, its
effectiveness may be reduced when analyzing packed or previously
undetected malware. Several studies have demonstrated that the
integration of machine learning techniques can significantly en-
hance malware detection accuracy [11-13]. Common approaches
for malware classification include Convolutional Neural Networks,
Recurrent Neural Networks, and Large Language Models.

In contrast, dynamic analysis offers deeper insight into malware
functionality. Although more time-consuming, it reveals runtime
behavior, including data flow within the system and network com-
munication patterns. However, advanced malware variants, such
as context-aware malware, may attempt to evade detection by al-
tering or concealing their behavior when executed in virtualized or
monitored environments. Similar to static analysis, the application
of machine learning techniques can further improve the accuracy
of dynamic analysis.

4 Conclusions

Malware analysis plays a vital role in understanding the func-
tionality of malware and mitigating its impact on computer systems.
Static analysis provides a faster, lower-risk approach for examining
malicious code without execution, whereas dynamic analysis offers
deeper insight into runtime behavior, including memory activity
and system-level interactions. Although each method presents dis-
tinct advantages and limitations, their combined use provides a
more comprehensive understanding of malware behavior, making
them complementary rather than competing approaches.

Furthermore, information extracted through malware analysis
can support the development of advanced detection mechanisms, in-
cluding machine learning models and hardware-based security for
embedded environments. These capabilities can enhance automated
threat identification, incident response, and real-time protection
across modern computing systems. As malware continues to evolve
in complexity and sophistication, the combined use of static and dy-
namic analysis remains essential for effective detection, prevention,
and long-term cybersecurity resilience.
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